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Matching regexes (regular expressions) is a common problem in many areas of computer science, with
requirements on high speed and robust performance. Regexes with backreferences allow one to express certain
patterns (even beyond regular) concisely, however, since the matching is usually done by backtracking, the
matching speed can degrade to a degree that constitutes a service failure or a security threat. To facilitate high-
speed matching of such regexes, we propose register set automata (RSAs), an extension of register automata
where registers can contain sets of symbols (from a potentially infinite alphabet) and the following operations
are supported: adding input values to registers, merging or clearing registers, and testing whether a register
contains a value. We show that a large class of register automata can be transformed into deterministic RSAs,
which can serve as a basis for fast matching of a family of regexes with single-letter capture groups and
backreferences. We also give a derivative-based algorithm for transforming a large class of regexes with
backreferences to register automata and show that the time complexity of matching is linear and quadratic to
the length of the input for finite and infinite alphabets respectively. Our prototype implementation of a regex
matcher shows that our approach can significantly improve the robustness of state-of-the-art regex matchers
on regexes with backreferences. We also study the theoretical properties of the model and show that the
emptiness problem for RSAs is decidable and complete for the F,, class and that RSAs are incomparable in
expressive power to other popular automata models over data words.
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1 Introduction

Regular expression (regex) matching is a task performed routinely in computer programs, such as in
searching, data validation, parsing, finding and replacing, data leak detection, or syntax highlighting.
Studies show that 30-40 % of Java, JavaScript, and Python software use regex matching [15]. In

Authors’ Contact Information: Vojtéch Havlena, Brno University of Technology, Brno, Czech Republic, ihavlena@fit.
vutbr.cz; Lukas Holik, Brno University of Technology, Brno, Czech Republic and Aalborg University, Aalborg, Denmark,
holik@fit.vutbr.cz; Ondrej Lengal, Brno University of Technology, Brno, Czech Republic, lengal@fit.vutbr.cz; Jan Vasak,
Brno University of Technology, Brno, Czech Republic, xvasak01@stud fit.vutbr.cz; Sabina Gul¢ikova, Brno University of
Technology, Brno, Czech Republic, xgulci00@stud.fit.vutbr.cz.

This work is licensed under a Creative Commons Attribution 4.0 International License.
© 2026 Copyright held by the owner/author(s).

ACM 2475-1421/2026/6-ART203

https://doi.org/10.1145/3808281

Proc. ACM Program. Lang., Vol. 10, No. PLDI, Article 203. Publication date: June 2026.


https://orcid.org/0000-0003-4375-7954
https://orcid.org/0000-0001-6957-1651
https://orcid.org/0000-0002-3038-5875
https://orcid.org/0009-0006-4410-0398
https://orcid.org/0009-0002-1783-9390
https://doi.org/10.1145/3808281
https://orcid.org/0000-0003-4375-7954
https://orcid.org/0000-0001-6957-1651
https://orcid.org/0000-0002-3038-5875
https://orcid.org/0009-0006-4410-0398
https://orcid.org/0009-0002-1783-9390
https://creativecommons.org/licenses/by/4.0
https://creativecommons.org/licenses/by/4.0
https://doi.org/10.1145/3808281

203:2 Vojtéch Havlena, Lukas Holik, Ondfej Lengal, Jan Va3ak, and Sabina Gul¢ikova

many of these applications, performance of regex matching is crucial, such as in various online
services, where underperforming regex matching over user input can cause the server to become
unresponsive and unusable. If such a situation is caused intentionally by a malicious user, we talk
about the so-called regular expression denial of service (ReDoS) attack [1]. ReDoS is a real-world
threat; it caused, for instance, the 2016 outage of StackOverflow [22] or rendered vulnerable websites
that were using the Express.js framework [4].

While there are matchers that have a reasonably robust performance on basic regexes—such
as grep [21], RE2 [28], or HyperScan [73]—their performance on extended regexes can quickly
deteriorate [68] (or they do not support the particular extensions at all [27, 34]). Examples of such
extensions are, e.g., bounded counters [68, 69], lookaheads and lookbehinds, or capture groups and
backreferences, which are the topic of this paper. The performance degrades mainly due to the
inability of matchers to use the fastest automata-based algorithms that have constant or at most
linear per-character cost. These algorithms are based on the automata determinization,’ which
cannot easily accommodate the syntactic features of extended regexes (the language of a regex
with backreferences may even not be regular). The matchers then usually fall back to backtracking,
which is much slower on average and exponential at worst.

Pattern matching using regular expressions with backreferences is performed ubiquitously, e.g., in
validating user inputs on web pages, processing text using the grep and sed tools, transforming
XML documents, or detecting network incidents [8, 54]. Consider, for instance, the (extended) regex

Ruvont = /7C) % %) ox; o x (L) . %\3\2\1/,

where we use the wildcard "." to denote any symbol except the semicolon ";" (i.e., it stands
for the character class "[*;]"), parentheses "(...)" to denote the so-called capture groups, and
"\x" to denote a backreference to the string captured by the x’th capture group (the semicolon ";"
serves in the regexs as a delimiter). Intuitively, the regex matches input strings w that can be
seen as a concatenation of three strings w = uvz such that u has the structure u = u; ; uy ; us with
uy, Uz, uz € (X \ {;})*, v is a string of three characters asaza; such that a; € u; for i € {1,2,3}, and
z € (2\ {;})* (such a regex can describe, e.g., a simplified version of the match rule of some XML
transformation). Trying (unsuccessfully) to find a match of the regex in the randomly generated
42-character-long string

"ah; jk2367ash;1la5akv451wkjbof.dj5fgkbxsfyrf"

using the state-of-the-art PCRE2 regex matcher available at regex101.com [53] takes 10,374 steps
before reporting no match.? Ideally, the matcher should take only 42 steps, one step for every
character in the string. This 10;3274 = 247x slowdown is caused by the so-called catastrophic
backtracking—the PCRE2 matcher is based on backtracking and, since the regex is nondeterministic,
the backtracking algorithm needs to try all possibilities of placing the three capture groups before
concluding that there is no match. From a theoretical point of view, this inadequate performance is
hardly a surprise, since matching of regexes with backreferences is an NP-hard problem [2]. This
theoretical obstacle, however, does not need to be a show-stopper, as for many regexes appearing
in practice, there is still hope that a matching algorithm with a time complexity linear (or at most
quadratic) to the size of the input is possible.

As mentioned above, practical means of avoiding backtracking in such cases are not available
since the automata determinization does not support backreferences. Indeed, neither of the two

currently most advanced regex matchers in the industry, RE2 [28] and HyperScan [73], supports

In practice, the matchers are based on Thompson’s algorithm [66], which does not build the (possibly prohibitively large)
DFA a priori but, instead, on the fly, while using cache to store already constructed parts of the DFA.

Finding a match of the regex /(.).*(.).*(.).*\3\2\1/ in the same text took 169,379 steps before no match was reported.
This regex is more challenging than R\3\,\1—it does not use delimiters (semicolons in R\3\2\1).
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backreferences, due to a missing efficient algorithm [27, 34]. The main obstacle is a lack of a suitable
deterministic automata model with a fast membership test that would support backreferences.

In this paper, we develop such a formal model, particularly suited for fast matching of a class of
these regexes where capture groups are single-letter (the single-letter backreferences constitute
a large portion of backreferences in our dataset collected for real-world applications). The formal
model are register set automata (RSAs), an extension of register automata [18, 37] (RAs) where
registers can contain sets of symbols instead of just single symbols (as for RAs). Deterministic RSAs
(DRSAs) can be simulated in an efficient and robust regex-matching algorithm in time linear to
the length of the input text, for finite alphabets, or quadratic to the size of the input for infinite
alphabets. Our key result is a RA to DRSA determinization (semi-)algorithm; we also propose
a partial-derivative-based algorithm for compiling a regex with single-letter backreferences to an
RA that completes the matching workflow. We implemented a prototype matcher based on these
results and experimented with a sample of regexes with single-letter backreferences extracted from
a comprehensive real-world benchmark set. Although our determinisation is not complete (it may
fail), the experiments show that it is quite reliable, and our matcher indeed significantly improves
predictability of matching by state-of-the-art matchers and reduces the danger of ReDoS.

Theory of Register Set Automata. We also deliver a number of positive theoretical results related to
our new RSA automata model, which place it into the landscape of automata over infinite alphabets.
First, the model strictly generalizes RAs [18, 37] and is incomparable to (one-way) alternating
RAs, another popular powerful generalization of RAs [18]. Besides the aforementioned RA to RSA
determinization, the core property of RSAs is that their emptiness problem is decidable, although for
a higher price than for RAs—the complexity blows from Pspace-complete for RAs to F,,-complete
(i.e., Ackermannian) for RSAs.

Importantly, since we can now determinize RAs to RSAs and test emptiness of RSAs, we can use
them to test language inclusion of RAs by the standard approach: by determinizing, complementing,
and testing emptiness of the intersection (complementing a DRSA is done easily by swapping
final and non-final states). Testing RA inclusion is an essential problem in many of their applica-
tions, such as in their minimization, learning [10, 26, 36], checking for fixpoint in regular model
checking [12], checking XML schema subsumption [67], verification of parameterized concurrent
programs with shared memory [35], and is an essential component of the RA toolkit. Unfortunately,
inclusion of RAs is in general an undecidable problem [48], which has forced researchers to either
find ways to approximate the inclusion test—e.g., via several membership tests [26, 36] or by an
abstraction refinement semi-algorithm using interpolation [35]—or restrict themselves to other
models with decidable inclusion problem, such as deterministic RAs (whose expressive power is
quite limited) [46] or session automata [10]. We note that inclusion of languages described by
regexes with backreferences is also undecidable [24].

Contribution. Let us summarise the main contributions of the paper:

(1) Introduction of the model of register set automata and its theoretical analysis: Showing its
closure properties, placing the RSA model into the landscape of automata-with-registers
models, and proving F,-completeness of the emptiness problem for RSAs by showing in-
terreducibility with the coverability problem for transfer Petri nets, discussing the power of
several extensions of the model.

(2) Designing a (semi-)algorithm that can determinize an RA into a DRSA and showing that it is
complete for the class of languages that can be obtained from RAs with one register and no
disequality tests by Boolean operations (i.e., union, intersection, and complement).

(3) Developing a partial-derivative based algorithm for converting a large class of regexes with
backreferences to RAs.
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(4) Showing that DRSA-based regex matching can be done in linear or quadratic time, depending
on whether the size of the alphabet is finite or infinite respectively.

(5) Experimentally confirming that simulation of the deterministic RSA obtained by our algorithm
is a practical matching algorithm for regexes with single-letter backreferences, and that it is
significantly more resilient against ReDoS than state-of-the-art matchers.

2 Preliminaries

Sets and Functions. We use N to denote the set of natural numbers without 0, Ny to denote NU{0},
and [n] for n € N to denote the set {1,...,n} (we note that [0] = 0). We sometimes use “-” to
denote an ellipsis, i.e., a value that can be ignored. For a (partial) function f: A — B, aset C C B,
and an element d € B, we use f[C — d] to denote the function f[C + d](x) =d if f(x) € C and
fIC = d](x) = f(x) otherwise. Furthermore, for a set X C A, we use f{x to denote the restriction

of f to X defined as fix = f N (X X B).

Data Words. Let us fix a finite nonempty alphabet ¥ and an infinite data domain D. A (finite) data
word of length n is a function w: [n] — (2 X D); we use |w| = n to denote its length and wy, ..., w,
to denote its symbols. The empty word of length 0 is denoted €. We use X[w] and D[w] to denote
the projection of w onto the respective domain (e.g., if w = (a, 1)(b, 2)(b, 3), then X[w] = abc and
D[w] = 123) and, given a € X, we use a[w;] as a shortcut for Z[w;] = a.

Register Automata on Data Words [18, 37]. A (nondeterministic one-way) register automaton
(on data words), abbreviated as (N)RA, is a tuple A = (Q,R, A, I, F) where Q is a finite set of
states, R is a finite set of registers, I C Q is a set of initial states, F C Q is a set of final states, and
A € OxZx2Rx2Rx (R — RU{in, 1})XQ is a transition relation such thatif 7: (g, a,g~, g7, up,s) € A,
then g~ N g* = 0. We use qs to denote 7 (and often drop from up mappings r — r
for r € R, which we treat as implicit). The semantics of 7 is that A can move from state q to state s
if the =-symbol at the current position of the input word is a and the D-value at the current position
is equal to all registers from g~ and not equal to any register from g*; the content of the registers is
updated so that r; < up(r;) (i.e., r; can be assigned the value of some other register, the current
D-symbol, denoted by in, or it can be cleared by being assigned L).

A configuration of A isapairc € QX (R — DU{Ll}),ie, it consists of a state and an assignment
of data to registers. An initial configuration of A is a pair ¢iuyy = (qinit, {r — L | r € R}) with
qinit € I.Suppose ¢; = (g1, f1) and ¢z = (qa, f2) are two configurations of A. We say that ¢; can make

a step to c; over (a,d) € X XD using transition 7: qs € A, denoted as ¢; I—ﬁad) cg, iff
(1) d = fi(r) forallr € g, o ,
(2) d # fi(r) for all r € g*, and i) ifup(r) =r" €R,

(3) for all r € R, we have fo(r) = 4d if up(r) = in, and
L if up(r) = L.
A run p of A over the word w = (a1, d;) ... {an, dn) from a configuration c is a sequence of alter-
nating configurations and transitions p = ¢o7yc172 . .. Tycy such that V1 < i < n: ¢ I—i?"di) ¢; and

co = c. We say that p is accepting if ¢ is an initial configuration, ¢, = (s, f),and s € F.The language
L(A) accepted by A is defined as L(A) = {w € (Z xD)* | A has an accepting run over w}.
We say that A is a deterministic RA (DRA) if for all states ¢ € Q and all a € %, it holds that for any

two distinct transitions g—{a | g7, g7, up, }>s1,q— a | 9. 9%, up, }>s2 € A we have that g7 Ng; # 0 or

g; N gt # 0. A is complete if for all states g € Q, symbols a € 3, and g C R, there is a transition
q s such that g C gand g N g* = 0.
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Universal RAs. A universal RA (URA) Ay is defined exactly as an NRA with the exception of
its language. The language of Ay is the set L(Ay) = {w € (£ xD)* | every run of Ay on w is
accepting} (we emphasize that if a run cannot continue from some state over the current input
symbol, then it is not accepting). The concept of universality in the name is linked to the use of
universal quantification over runs in deciding acceptance.

There is indeed duality between NRAs and URAs, as stated by the following fact.

Fact 1. For every NRA Ay, there is a URA accepting the complement of L(An).
Conversely, for every URA Ay, there is an NRA accepting the complement of L(Ay).

Proor. For both parts, the complement automaton is obtained by (i) adding a rejecting sink
state to the automaton, (ii) completing the transition relation (i.e., adding transitions for undefined
combinations of symbols and guards to the sink state) of the input automaton, and (iii) swapping
final and non-final states. O

Example 2.1. Consider the language of words over ¥ = {a} that contain two occurrences of some
data value, i.e., the language

Larepear = {w|3i,j:i#jAD[w] = D[W]]}
An NRA recognising this language is in the following figure:

E] @inir E]

5 |

Formally, it is an NRA A = ({g, s, t}, {r}, A, {q}, {t}) where the transition relation is defined as A =
{ iy e s{@ 0.0}, | (10,01, (a 0.0} ) (-
tually, the guard in # r on the self-loop over s is redundant). Recall that @ for an update denotes
the mapping {r + r}. We note that Lg,peq is not expressible by any DRA or URA.? Intuitively,
A waits in g until it nondeterministically guesses the input data value that should be repeated,
stores it into register r, and moves to state s. In state s, it is waiting to see the data value again,
upon which it moves to the accepting state ¢ and reads out the rest of the word.

On the other hand, the complement of the language, i.e., the language of words where no two
positions have the same data value, formally,

LﬂEIrepeat = {W | Vij:i#j = D[Wl] + D[Wj]}’

is not expressible by any DRA or NRA [37, Proposition 5 and its proof], but is expressible by a URA.
The URA accepting L-3y¢pear l0oks similar to the NRA A above with the exception of final states,
which are {q, s} (note that in URAs, in order to accept a word, all runs over the word need to accept,
so in order to accept in this example, all runs of the URA need to avoid the state t). O

We use NRA™, URA™, and DRA™ to denote the sub-classes of NRAs, URAs, and DRAs with no
disequality guards, i.e., automata where for every transition qs it holds that g* = 0.
Furthermore, for a class C of automata with registers and n € N, we use C, to denote the sub-class
of C containing automata with at most n registers (e.g., DRA;). We abuse notation and use C to
also denote the class of languages defined by C.
3This can be shown by contradiction, assuming that there is a DRA with k registers accepting L3 repeat- One can then take
a run over some rejected word of the length 2k + 2, cut it in half, and modify the second half of the word to contain some

symbol that is in the first half of the word but is not stored any register. Because of determinism, the DRSA should also
reject the modified word, but then the accepted language is not L3epeq:. Contradiction.
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: in¢r : in¢r :
r «ru{in} @ r « ru{in} ry « ry U {in} @inérl

ry « {in}

Fig. 1. DRSA; for Lrepear Fig. 2. DRSA; for L-3epeat Fig. 3. RSA; for L-vrepeat

3 Register Set Automata

On this section, we introduce the model of register set automata, which differ from RAs mainly in the
ability to store into registers sets of values instead of just single data elements. A (nondeterministic)
register set automaton (on data words), abbreviated as (N)RSA is a tuple As = (Q,R, A, I, F) where
O,R, I F are the same as for RAs and A € QO x % x 2R x 2R x (R — 2RV{in}) x O such that if
q s € A, then g€ N g% = 0 (as with NRAs, we often do not write mappings r — {r}
for r € R when defining up). The semantics of a transition qs is that As can move
from state q to state s if the Z-symbol at the current position of the input word is a and the D-value
at the current position is in all registers from g€ and in no register from g%; the content of the
registers is updated so that r; « (J{x | x € up(r;)} (i.e., r; can be assigned the union of values of
several registers, possibly including the current D-symbol denoted by in).

A configuration of As is a pair ¢ € Q x (R — 2P), i.e, it consists of a state and an assignment of
sets of data values to registers. An initial configuration of As is a pair cinir = (qinit, {r — 0 | r € R})
with g, € I. Let¢; = (qy, f1) and ¢; = (g2, f2) be two configurations of Ag. We say that ¢; can make

a step to ¢, over {a,d) € X XD using transition ¢: qs € A, denoted as ¢; kimd} o, iff
(1) d € fi(r) forall r € g,
(2) d ¢ fi(r) forall r € g%, and & i d
(3) for all r € R, we have f(r) = U{A(F) | ¥ € R ¥ € up(r)} U {{ ) ifin € up(r) an
0 otherwise.
The definition of a run and language of Ag is then the same as for NRAs.

We say that the RSA Ay is deterministic (DRSA) if for all states g € Q and all a € 3, it holds

that for any two distinct transitions g a | ¢, g%, up, }>s1,q—a | g5, 95, up, p>s2 € A we have that

gsngs #0orgsngt +0.

Example 3.1. A DRSA accepting the language L3epeqr from Example 2.1 is in Fig. 1. Formally, it is
aDRSA; A = ({g.s}.{r}. A, {q}. {s}) where A = {g(a | 0.{r}. {r > {r.in}} >q. g | {r}.0.0 }>s,
s—{a|0,0,0}>s}. Intuitively, the DRSA waits in ¢ and accumulates the so-far seen input data values

in register r (we use r « r U {in} to denote the update r > {r, in}). Once the DRSA reads a value
that is already in r, it moves to s and accepts. O

Example 3.2. A DRSA; accepting the language L-3epeqr from Example 2.1 is in Fig. 2. Intuitively,
the automaton stays in state g and accumulates input data values in register r, making sure the
input data value has not been seen previously. O

Example 3.3. Consider the following language:
L—u\/repeat ={w|3Vj:i#j = D[w;] # D[Wj]}

Intuitively, L-vepeq: is the language of all words containing a data value with exactly one occur-
rence. This language is accepted, e.g., by the RSA; in Fig. 3. The RSA stays in state g, collecting
the seen values into its register, and at some point, when it sees a value not seen previously, it
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nondeterministically moves to s, remembering the value in its register. Then, at state s, the RSA
just checks that it does not see the remembered value any more. We note that L-y epeq: cannot be
accepted by a DRSA (cf. the proof of Theorem 4.6). O

4 Properties of Register Set Automata

In this section, we establish decidability and complexity of basic decision problems for RSAs and
their closure properties. First, we claim that RSAs generalise NRAs.

FacT 2. For everyn € N and NRA,,, there exists an RSA,, accepting the same language.

The next theorem shows the core property of RSAs: that their emptiness problem is decidable,
however, for a much higher price than for NRAs, for which it is Pspace-complete* [18]. For
classifying the complexity of the problem, we use the hierarchy of fast-growing complexity classes
of Schmitz [57], in particular the class F,,, which, intuitively, corresponds to Ackermannian problems
closed under primitive-recursive reductions.

THEOREM 4.1. The emptiness problem for RSA is decidable, in particular, F,,-complete.

SKETCH OF PROOF. The proof is done by showing interreducibility of RSA emptiness with cover-
ability in transfer Petri nets (TPNs) (often used for modelling the so-called broadcast protocols), which
is a known F,-complete problem [58-60]. In the following, we briefly describe both directions of
the reduction (see [30] for details and examples).

(RSA emptiness < TPN coverability) Intuitively, the conversion of an RSA A = (Q,R, A, [, F) into
a TPN N4 is done in the following way. The set of places of Nz will be as follows: (i) one
place for each state of A, (ii) two special places init and fin, and (iii) one place for every subset
rgn C R; these places are used to represent all possible intersections of values held in registers.
E.g., if there are four tokens in the place representing ry N r,, it means that there are exactly
four different data values stored in both r; and r; and in no other register. Each transition ¢
of A is simulated by one or more TPN transitions between places representing its source and
target states. The number of respective TPN transitions depends on how specific the guard is
in the original automaton, since we need to distinguish every possible option of in being in
some region rgn € 2R. The transitions move the token between the places corresponding to
t’s source and target states and, moreover, use the broadcast arcs to move tokens between
the places representing regions, according to the manipulation of the set-registers in the
update function of t. The special place init is used to have a single starting marking (it
nondeterministically chooses one state from I) and the place fin is used as the coverability
test target; all places corresponding to final states of A can simply transition into it.

(TPN coverability < RSA emptiness) Given a TPN N, the RSA Ay simulating it will have the
following structure. There will be a state gmqin, Which will be active before and after the
simulation of firing each transition of N. Moreover, there will be one register for every place
of N; individual tokens in the places will be simulated by unique data values from D stored
in the corresponding registers. For each transition of N, there will be a gadget, doing a cycle
on @ main, that represents the semantics of N’s transition. Each such gadget is composed of
several protogadgets, which simulate basic actions performed during the transition (adding
a token to a place, removing a token, moving all tokens between places). Implementation
of adding a token and moving tokens is relatively easy, the tricky part is removing a token,
since RSAs do not support removing a data value from a register. We solve this by using

4Note that for an alternative definition of NRAs considered in [37, 55], where no two registers can contain the same data
value, the problem is NP-complete [55].

Proc. ACM Program. Lang., Vol. 10, No. PLDI, Article 203. Publication date: June 2026.



203:8 Vojtéch Havlena, Lukas Holik, Ondfej Lengal, Jan Va3ak, and Sabina Gul¢ikova

a lossy remove: i.e., if one token is to be removed from a place, we simulate it by removing at
least one token (but potentially more). This will not preserve reachability, but it is enough
to preserve coverability. Moreover, there will also be an initial part setting the contents of
the registers to reflect the initial marking of N (terminating in qqx) and a final part that
checks the coverability by removing (again in a lossy way) tokens from places, terminating
in a single final state. O

Remark 1. Since RSAs generalise NRAs, their universality, equivalence, and language inclusion
problems are all undecidable.

4.1 Closure Properties

The closure properties of RSAs under Boolean operations are the same as for NRAs (cf. [37, Propo-
sition 5, Theorem 3]).

THEOREM 4.2. The following closure properties hold for the class RSA:

(1) RSA is closed under union and intersection.
(2) RSA is not closed under complement.

SKETCH OF PROOF. The proofs for closure under union and intersection are standard. For showing
the non-closure under complement, consider the language L-v epeqr from Example 3.3, which can
be accepted by RSA. We use a similar technique as in the proof of Proposition 3.2 in [23] and show
that if there were an RSA accepting its complement, namely, the language

Lyrepear = {w | Vidj: i # j AD[w;] =D[w;]},

RSAs could be used to decide the emptiness problem of a Minsky machine, which is a known
undecidable problem. See the full proof in [30] for more details. O

For RSAs with a limited number of registers, we lose the closure under intersection.

THEOREM 4.3. Foreachn € N, the classRSA,, is closed under union and not closed under intersection
and complement.

SKETCH OF PROOF. The proof of closure of RSA,, under union is standard. For proving non-closure

of RSA; under intersection, we consider the two following RSA; languages

L ={w|D[wi] =D[wp1}  and L7 = {w [ D[wy] = D[w}sy-1]} (1)
and show that their intersection cannot be accepted by RSA;. This argument can be extended to
RSA,, for n > 1. Non-closure of RSA,, under complement then follows from De Morgan’s laws. O

THEOREM 4.4. DRSA is closed under union, intersection, and complement.
Proor. The proofs are standard (product construction and swapping (non)-final states). O

THEOREM 4.5. For each n € N, the class DRSA,, is closed under complement and not closed under
union and intersection.

Proor. Proof of closure under complement is standard. Non-closure under intersection is done
similarly as in the proof of Theorem 4.3. Non-closure for union follows from De Morgan’s laws. O

As with RAs, nondeterminism also allows bigger expressivity for RSAs.

THEOREM 4.6. DRSA C RSA
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Algorithm 1: Determinization of an NRA into a DRSA
Input :Copyless NRA A = (Q,R, A, L F)
Output:DRSA A’ = (Q',R, A", I, F’) with L(A’) = L(A) or L
1 Q «— worklist —« I' «— {(I,co={r— 0| reR}H}
2 N« 0
3 while worklist # 0 do

4 (S, ¢) « worklist.pop();

5 foreacha € 3,9 C {r e R[S] | c(r) # 0} do

6 T —{q{(alg.g’. qd €Al qeS.g Cgg°Ng=0}

7 S {q’ | -q’ € T};

8 if qu’ € T,3r € g*: ¢(r) > 1 then return L ;

9 T* ={q{(alg.g" . wlg" > inl ¢’ | q{alg g" . up}>q' € T};

10 foreach r; € Rdo // update the register size classes
11 tmp «— 0;

12 foreach - -€T*do

13 | if up(r;) =y # L Ac(y) # 0 then tmp — tmpU {y} ;

14 op,, < tmp;

>1~w
15 c(ri) « 3 c(x);
x€op,,

16 foreach ¢’ € S’ do // check for Cartesian overapproximation
17 P op, x---Xop, for{r,....ra} =R[q'];

18 foreach (xi,...,x,) € Pdo

19 | if 39(~q’) € T* s.t. Aup(r;) = x; then return L ;
20 up’ — {ri — op, Tri €R} i<isn

21 if (8,¢") ¢ Q' then

22 worklist.push((S’,c"));

23 Q —Q U{(Ss, )}
21 N e & U{(S0) (5.}

25 return A’ = (Q',R, A, I',{(S5,c) e Q | SNF # 0});

ProoF. Let us consider the language L-v epeq: from the proof of Theorem 4.2, which is expressible
using RSAs, and its complement Ly epeqr, Which is not expressible using RSAs. Since DRSAs are
closed under complement (Theorem 4.4), if they could accept L-v repear, they could also accept Ly repear,
which is a contradiction. Therefore, L-vepear € DRSA. ]

4.2 Expressivity

The RSA model captures an interesting class of data word languages, strictly generalizing NRAs
and being incomparable to ARAs [18] or pebble automata [48]. Due to the page limit, see [30] for
detailed positioning of RSAs in the landscape of register automata models.

5 Determinizing Register Automata

RSAs have the following interesting property: a large class of NRAs can be determinized into DRSAs
(we emphasize that the determinization considered here changes the model from one storing single
values in registers (NRAs) to one storing sets of values in registers (DRSAs)). In this section, we give
a determinization semi-algorithm and specify properties of a class of NRAs for which it is complete.
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Let A = (Q,R, A, I, F) be an NRA. We use R[q] for q € Q to denote the set of registers r active
at ¢, for which there exists a transition s— - | g=, g%, up >t € A with (i) up(r) # L and ¢t = q or
(ii) r € g°Ug” and s = q. Besides being the basis for the register locality optimization in Section 5.1.2,
the set of active registers R[q] is also used in the basic algorithm as an overapproximation of the
set of registers with a value different from L (it excludes those register that were just assigned ).
Given a set of states S, we define R[S] = Uges R[q]. Furthermore, we call A copyless if there is no
reachable configuration (g, f) such that f(r;) = f(r;) # L for a pair of distinct registers ry,r, € R,
i.e., there is at most one copy of each data value in A. Again, any NRA can be converted into the
copyless form, however, the number of states can increase to Bjg| - |Q| where By, is the n-th Bell
number. Intuitively, the transformation is done by creating one copy of each state for every possible
partition of R (the partitions contain registers with the same value), and modifying the transition
function correspondingly.

The determinization (semi-)algorithm for a copyless NRA A is shown in Algorithm 1. On the
high level, it is similar to the classical Rabin-Scott subset construction for determinizing finite
automata [52] with additional treatment of registers superimposed onto it.

During the construction, we track (i) all states of A in which the runs of A might be at a given
point, represented by a set of states S C Q and (ii) a mapping ¢: R — {0, 1, w} assigning to each
register its size class, that records whether the size of the set in the register is 0, 1, or larger than 1
(denoted by the w). The size classes are needed to ensure that our simulation of a disequality test
in # r by the non-membership test in ¢ r is precise, as explained under the item (1) below. the
macrostate is then a pair (S, ¢). The initial state of the constructed DRSA is the macrostate (I, ¢o)
where ¢ is a mapping assigning zero to each register (the run of a DRSA starts with all registers
initialized to @) (Line 1).

The main loop of the algorithm then constructs successors of reachable macrostates for each
a € ¥ and each g C R on Line 5; each pair g, g corresponds to the so-called minterm (minterms
denote combinations of guards whose semantics do not overlap [14]). The set of active registers
R[S] is used here to prune those minterms that clearly cannot be satisfied, since they are testing
a register whose value must be L. For each minterm, we collect all transitions of A compatible
with this minterm (Line 6) and generate the successor set of states S’ (Line 7). The A’ update
function up’ for register r is then set to collect into r all possible values that might be stored into r
in A on any run over the input word at the given position (Lines 10-20).

The algorithm uses the following three techniques to handle three sources of imprecision:

(1) Register size classes. (Lines 10 to 15). Since the algorithm collects in the set-register r all
possible values that could have been stored into the standard register r in A, if the disequality
tests in g% were changed for non-membership tests in g%, this could mean that A’ might not
be able to simulate some transition of A (the transition would not be enabled). Consider the
following example:

in¢r
[ e
: iner in ¢ rs'
rq « in qur,,u{qin) [a] in¢ry rg < rq U {in}
El in#rg El 7rq<—rqu{in} rs «rg
rserg O\ in=rs rs ¢ 1g
@ () @ H{q} T (g5}
_[al iner,
rq < rq Iz' ing rj
rq < rq U {in}
(a) An NRA A with a disequality guard (b) A part of the DRSA obtained for A

where (b) contains a part of the DRSA obtained if Algorithm 1 did not use the c-component
of macrostates. The reason for this is that after reading the third symbol (i.e., {a, 2)), the RSA
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goes to the macrostate {q}—it thinks it cannot be in s any more. This is the reason why we
augment macrostates with the c-component, the register size classes. They allow to detect
that a disequality test is performed on a register containing more than one element, in which

case we terminate the algorithm (Line 8). The sizes classes are updated on Line 15 where the
>1~w
sum is saturated to o for values > 1 (denoted by > ).

(2) Checking for Cartesian overapproximation (Lines 16 to 19). By collecting all possible values that
can occur in registers, the algorithm is performing the so-called Cartesian overapproximation
(i.e., it is losing information about dependencies between components in tuples). This can lead
to a scenario where, for some set-register assignment f” of A’, we would have d; € f'(r)
and d; € f’(r;), but there would be no corresponding configuration of A with register
assignment f such that d; = f(r1) and dz = f(r;). Consider, e.g., an NRA for the language
{uowoz | u,w,z € (X xD)*, |u] = 2}:

[a]

ry 1y

r3 13 El

]
_fal = [alin=r -
4@ r < in U r3 —in A ry 13 @Elm_m {@

When the algorithm computes the successor of the macrostate ({g, s, t}, {r1:1, r2:1, r3:1}) over
a € X and the guard g = 0, it would obtain the following update of registers: r; « {in}
(transition from g to s), r; < r; U r; (transition from s to ¢ and transition from ¢ to t), and
r3 «— r3 U {in} (transition from s to ¢ and transition from ¢ to t). This would simulate also the
update r, < ry, r3 < in, which is nowhere in the original NRA. The algorithm detects the
possibility of such an overapproximation on Lines 16—19. Note that the overapproximation
checking is overly conservative in a way that for some automata, if we did not do the check
and continued the construction, outputting the DRSA, the resulting DRSA would still be
correct (see [30]).°

(3) Choice collapse at tests (Line 9). When a set-register has collected several nondeterministic
choices of values for a standard NRA register, then testing membership of a concrete value,
which stands for testing equality of the NRA register, should collapse the choices to that
single value. Without the collapse, a subsequent second membership test with a different

value might pass as if the NRA register could hold two different values at once within a single
non-deterministic case. Consider the following example of an NRA A and an RSA obtained
from A by Algorithm 1 without the substitution up[g~ + in] on Line 9 (to save space, we
collapse all macrostates with the same set of states into one)

ﬂ rquqU{m}
rqezn@
in=rq blinerg
e R 0 C
_[a]

rq<—rq

(a) An NRA A (b) A DRSA overapproximating A’s language

One can see that while A cannot accept the word (a, 1){a, 2)(b, 1)(b, 2), the DRSA can. This
happens because the DRSA did not “collapse” the possible nondeterministic choices that are
kept in the registers for the value of r, after the first membership test (on the transition

>In the implementation, we actually postpone the overapproximation test only after the whole DRSA is constructed. At this
point, we can check more precisely whether there is some real overapproximation.
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from {q} to {s}) succeeded. We avoid this situation by the substitution on Line 9, which
performs the collapse of the set of nondeterministic choices given by particular values of g~
into a single value when it is positively tested. The update on the RSA transition from {q}
to {s} constructed by the algorithm will then become ry < {in} and the result will be precise.
One might also imagine similar scenario as the previous but with several registers copying
a nondeterministically chosen value (e.g., when a data value is copied from r; to r; and, later,
r1 is positively tested for equality, we need to guarantee that the value of r; also collapses to
the given data value). In order to avoid this, we require that the input NRA is copyless, i.e., it
never happens that a data value is in more than one register.

The correctness of Algorithm 1 is summarized by the following theorem, proved in [30].
THEOREM 5.1. When Algorithm 1 returns a DRSA A’, then L(A) = L(A’).

The following proposition establishes the numbers of states and transitions of the output DRSA
of Algorithm 1, which follow directly from the structure of macrostates and transitions of A’.

ProrosITION 5.2. Let A = (Q,R, A, I, F) be an RA and let Algorithm 1 return a DRSA A’ =
(Q, R, A, I'F"). Then |Q’| < 219100 3) Rl gpg |A/| < |5 - 21Q1+(log, 6):IR|,

We note that the lower bound on |@’| is 2/9!, which comes from the lower bounds of determiniza-
tion of finite automata [20, Section 1.4.1]. In the RAs obtained from regexes, typically |Q| > |R|.

We can also modify Algorithm 1 to omit the c-component of macrostates (S, ¢), which will give us
the bounds |Q’| < 2!9! (i.e., the same as for finite automata determinization) and |A’| < |2]- 2/QI*IRI,
This simplification of the algorithm may in practice restrict the class of input RAs on which it
successfully terminates. This is, however, not an issue for RAs without disequality guards g%, which
are output by our algorithm for converting regexes to RAs (cf. Section 6.1); for those, the modified
algorithm successfully terminates in the same cases (the size of the result might, however, be
different in both directions—on the one hand, having the c-component increases the maximum
possible number of states, but on the other hand, keeping track of which registers are empty can
avoid generation of transitions and states that can never be used in a run).

5.1 Improvements

In this section, we propose improvements of the determinization algorithm. In particular, we
introduce slight modifications of Algorithm 1 as well as additional preprocessing of input NRAs
aiming at enlarging the class of NRAs that can be determinized to DRSAs

5.1.1 Refining the Register Size Map. One approach to enlarge the class of NRAs that can be
determinized by Algorithm 1 is to keep the value of ¢ of each macrostate that overapproximate the
register size as precise as possible. Indeed, the value of ¢ affects the condition on Line 8. A way
how ¢ might become unnecessarily high is when tmp N g # 0 and in € tmp. In that case, c(in) = 1
does not need to be added to ¢’ since according to the transition guard we know that in is in g. We
hence modify the Line 14 to

o, {tmp\ {in} iftmpn g+ 0and

tmp otherwise

5.1.2  Register Locality. Another feature limiting the determinizability of the given NRA are nonde-
terministic transitions dealing with the same registers violating the Cartesian overapproximation
checked on Line 19. In order to increase the locality of registers, we propose register-local NRAs.
Locality of registers limiting updates of the same registers in different states and hence reducing
the possibility of the condition on Line 19 holds true. Formally, we call A register-local if for all

Proc. ACM Program. Lang., Vol. 10, No. PLDI, Article 203. Publication date: June 2026.



Towards Efficient Matching of Regexes with Backreferences using Register Set Automata 203:13

: in#nr

ry «— in

(a) Non-copyless form (b) Copyless form

Fig. 4. Copyless conversion for an NRA that stores data values in two registers.

r € Rit holds that if r € R[q] and r € R[s] for some states g, s € Q, then ¢q = s. It is easy to see that
every NRA can be transformed into the register-local form by creating a new copy of a register
for every state that uses it, potentially increasing the number of registers to |Q| - |R|. Formally,
given a NRA A = (Q,R, A, [, F), we define its register-localization as As = (Q, Rs, A, I, F) where
R. ={ry | g € Q,r € R} and A, is defined as follows:

A, = {P qlp{(alg.gruppge A, g:=0,(g9). g7 =0,(9%),
up, = {(vg(r),0,(1)) | (r,t) € up}t U {(vs(r), L) [s € Q\{q},r € R}}

where the localization function v, is defined as v4(x) = x4 if x € R, otherwise v4(x) = x for
x € {in, L}. We extend the definition of the localization function to set of values in the usual way.
As a prior step to Algorithm 1, we first convert input NRA to its register-local form.

@)

5.1.3 Relaxing the Copyless Property. Conversion of an input NRA to an equivalent copyless NRA
may introduce non-equality guards on registers having nondeterministically chosen values (i.e.,
in two runs over the same string, the registers can have different values at the same position in
the string). Such non-equality guards can cause Algorithm 1 to return L on Line 8 as it is shown
in Example 5.3. In order to reduce the introduction of non-equality guards, we relax the copyless
condition into relation-free condition in a way that there is no transition where multiple registers are
assigned the same value regardless of the input. In other words, registers can hold the same value as
long a run does not induce equality relations on the register values. Syntactically, relation-freeness
can be expressed as each register must appear on a right-hand side of an update at most once, and
at most one register can be updated by in or a register in the equality guard. Note that every NRA
can be converted to a relation-free form, which is then used as an input of Algorithm 1.

Example 5.3. Consider the NRA over X = {a} shown in Fig. 4a. It non-deterministically selects a
data value to store in 7y and then stores the following data value in r,. Equivalent copyless NRA is
shown in Fig. 4b. The NRA non-deterministically selects the data value for r; as well, but before
storing the next data value in ry, it must check that the data value is not already stored in r;. If the
data value is already stored in r;, then it marks that r; = r, in its state control and does not actually
store anything in r,. With this construction, however, we necessarily introduce a non-equality
guard on ry, which eventually causes Algorithm 1 to return L on Line 8.

5.2 Determinizability

Naturally, we wish to syntactically characterise the class of NRAs for which Algorithm 1 is complete.
We observe that when we start with an NRAT and apply the register localization the algorithm
always returns a DRSA (the theorem is proved in [30]).

THEOREM 5.4. For every NRAT, there exists a DRSA accepting the same language.
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Let B(NRAY) be the class of languages that can be expressed using a Boolean combination
of NRAT languages, i.e., it is the closure of NRAT languages under union, and intersection, and
complement (it could also be denoted as B(URAY)).

Example 5.5. For instance, the language L3 -3¢pear composed as the concatenation of L3 epeqr and
L-3repear With a delimiter, formally

LE!,ﬂEIrepeat = LBrepeat . {<b, d> | de D} : LﬂEIrepeat,
is in B(NRAY), since it is the intersection of languages
Layepear - {(b.d) | d € D} - {(a,d) | d € D}" and {(a,d) | d € D}" - {(b,d) | d € D} - L-3repeats

but is expressible neither by an NRA nor by a URA (URAs cannot express the part before the
delimiter and NRAs cannot express the part after the delimiter). O

The determinizability of 8(NRAYT) then follows directly from Theorems 4.4 and 5.4.
COROLLARY 5.6. For any language in 8(NRAY), there exists a DRSA accepting it.

A direct consequence of Corollary 5.6 and decidability of the emptiness check is also decidability
of the inclusion problem as it is shown in the following corollary.

CoROLLARY 5.7. The inclusion problem between RSA and B(NRAY) is decidable.

Proor. We just write L(A;) € L(A;,) as L(A;) N L(A;) = 0 and use Corollary 5.6 and The-
orems 4.1 and 4.2. O

6 Matching of Regexes with Backreferences

In this chapter, we define regexes with backreferences and show how they can be converted into
NRAs using a construction based on Antimirov derivatives. We then establish the complexity of
regex matching with DRSAs constructed from these regexes.

6.1 Regexes with Backreferences

Syntax. A regex with backreferences (REBR) R over alphabet ¥ is defined inductively according
to the following grammar:

Ri=e | S| R+R|R-R| R | Sm | \m

where S C X, and m € N. In addition to the standard regex syntax, the definition introduces
(i) a capture group (S)m, (explicitly indexed by m), capturing a single symbol from the set S, and
(ii) a backreference \m to the m-th capture group. We use RE for the set of all REBRs. Note that
compared to the languages that can be specified using, e.g., Perl Compatible Regular Expressions
(PCREs) [32], our definition does not enable expressing languages where capture groups have
unbounded length, e.g., the language defined by the PCRE /* (.*)\1$/, which matches strings
of the form ww. Capture groups with bounded length (but longer than 1) can be expressed using
REBRs by splitting the longer capture groups into single-letter ones, e.g., PCRE /(. ..)\1/ can be
expressed as /(.)(.) (. )\1\2\3/.
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Semantics. We will define the semantics of REBR R in two phases: 1) in terms of annotated
words, with marked parts matched by capture-groups and “pointers” to capture groups in place of
backreferences; and 2) normal words obtained by interpreting the annotations.

In phase 1, subwords matching capture groups are annotated by the group’s index m and
the keyword in, and backreference annotations consist of the index of a capture group and the
keyword ref. The language of the annotated words L.f is hence a language over the alphabet
Sref = 2 U {{s,m,in), (m,ref) | s € 3,0 < m < kg}, with kg being the maximum index of
a capture group or a backreference in R, defined as follows:

Lrer(e) = {€}

Lrer(S) =S
Lrer(Ry +R2) = Lrer(R1) U Lrer(R2)
Lref(Rl ' Rz) = Lref(Rl) ' Lref(RZ)

Intuitively, a backreference should match the character that the corresponding capture group
matched last in the prefix left of the backreference. Formally, for the m-th capture group and
a prefix w, it is the character match(w, m) = c if it is possible to write w as w, - {c, m, in) - ws where
wp € 27 - and wy € X7 _ does not contain any occurrence of a symbol (a, m, in) for arbitrary a € >
(hence this split of the prefix w indeed marks the last match of the capture group in it). Otherwise,
if w has no occurrence of an annotated capture group match (a, m, in), then match(w,m) = L.

In order to obtain a language over the alphabet ¥ from L ¢f, we define annotation interpretation,
denoted as interp, which replaces the backreference annotations with the captured characters and
removes the capture group annotations. Formally, given a word w € 37 . and an index 1 < i < [w],
interp is defined as

Lref(RT) = (Lref(Rl))*
Lret ((S)m) = {(s,m,in) | s € S}
Lrer(\m) = {(m, ref)}

match(w[1:i—1],m) ifw[i] = (m, ref),
interp(w, i) =4c¢ if w[i] = (¢, m, in),

wli] otherwise,

where w(1 : i] = wy...w; for w = wy...w},|. We lift the definition to a word as interp(w) =
{w" | w" =interp(w,1) - - - interp(w, |w|), w’ does not contain L }. Notice that removing the words
containing L removes exactly cases where a backreference occurs before the corresponding capture
group is matched. The language of a REBR R is then defined as L(R) = Ue r,..(®) interp(w).
Since our automaton model works with data words and the semantics of REBRs are defined as
languages over %, we define the extension of words/languages over X to data words. For that we
consider some fixed linear ordering on ¥, meaning that there is an injective mapping ord: ¥ — N.
Then, for a word w = a; - --a, € X*, we define w* = {(ay,ord(ay)) - - {(an, ord(a,)). We lift the
definition to languages £° in the usual way.

Antimirov Derivatives. We can translate REBRs to RAs using a construction based on Antimirov
derivatives [3]. A partial derivative is a function 9: 3 x RE — 2REXN1XN1 (we use N to denote the
set NU {L}) such that 9,(R) gives us all possible REBRs (together with potential information about
writing or testing a register) obtained from R by trying to match a string with leading symbol a € 3.
The definition of the derivatives is in Fig. 5. In the definition, we also use the predicate nullable(R),
which denotes that R is nullable, i.e., it accepts the empty string. We note that our class of REBRs
allows this relatively simple extension of Antimirov derivatives; if one considered unbounded
capture groups, the derivatives would get more complex.
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d,(e) =0 nullable(e) & true
34(S) = {{<€ L)} ifae S. nullable(S) < false
0 otherwise
a(r1 + 1) = a(r1) U du(ra) nullable(ry + ry) < nullable(ry) V nullable(r,)
0a(ry - 1) = {““(“ 72) U da(re) - if nullable(ry) nullable(r, - ry) & nullable(r,) A nullable(r,)
ag(ry - ry) otherwise
where a,(ry - r2) = {{r - ro, tst,up) | {r, tst, up) € d,(r1)}
A (r*) = {{r" - r* tst,up) | (r', tst, up) € 9,(r)} nullable(r*) < true
a((S)m) ={{r, Lirm) | (r, L, L) € 3,(S)} nullable((S)m) < false
da(\m) = {{e,rm, L)} nullable(\m) & false

Fig. 5. Antimirov derivatives for REBRs. The predicate nullable(R) outputs true iff e € L*(R).

NRA Construction. We use the partial derivatives defined above to transform a regex R into
an NRA in the function rebr2ra. Let kg be the maximum index of a capture group or a backreference
occurring in R. Then we define the NRA rebr2ra(R) = (Q, {ro, ..., 7k . A, {R}, F) where

o the set of states Q contains all regexes that are reachable from R by the partial derivative
construction, i.e., Q = pZ: U{q’ | (¢',~-) € 9a(q),q € Z,a € Z} U{R} U Z,
e A is the smallest set such that if (¢’,t,u) € 9d,(q) for a € %, then qq’ €A
where
-g ={ri}ifu=i+ 1, elseg” =0and
—up={ri—>ri|0<i<kgi#jlU{rj—infifu=j# Lelseup={ri—r|0<i<
kgr}, and
o F={q € Q| nullable(q)}.
Note that the number of used registers matches the number of capture groups/backreferences
in R. The argument that the number of states of rebr2ra(R) is finite is similar as the one in [3];
more precisely, the number of states of the output NRA is in O(|R]). Then, using the properties of
Antimirov derivatives and the construction described above, we have the following theorem.

THEOREM 6.1. For a regex R we have L (rebr2ra(R)) = [R]"°.

6.2 Regex Matching

In order to match a word w € X* w.r.t. a given REBR R, we first construct an RA ‘A corresponding
to R (using rebr2ra). Then, after register localization, we use Algorithm 1 to determinize A.° If the
algorithm does not return L, we have a DRSA (A’ representing R. When testing regex membership,
we check that w® € L(A’) using an algorithm tracking configurations obtained during reading
of w*. The following lemma establishing the complexity of this algorithm.

LEMMA 6.2. Let w be a data word and A = (Q,R, A, I, F) be a DRSA over a finite data domain D.
Checking that w € L(A) can be done in time O(|D] - |w| - [R|?).

Proor SKETCH. Consider a data word w and a DRSA A = (Q,R, A, I, F). Further let D = {v; |
01 ...0y = D[w]} (note that |D| < |DJ). In this proof and the following text we assume a unit cost

®Regarding the determinizability of RAs obtained from REBRs, from Theorem 5.4 and the properties of the RA construction
we have that we are able to process arbitrary REBRs containing a single capture group (but possibly multiple backreferences).
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of comparison between elements of D. The membership checking algorithm tracks configurations
of the form (g, r) where g € Q and r: R — 22, We assume that set-register values are stored in
a sparse-set data structure with constant insertion and membership and with the union of two sets
linear to the size of one of the two sets (elements of one sets are inserted to the other, creation of
a new sparse-set is not needed as the number of registers is fixed). When constructing a next-state
configuration, we first need to check transition guards to get a successor transition. Here, we
assume that the successor transitions are kept in a BDD-like structure. Hence, for each register, it
suffices to check whether the input symbol is in the register, and then use this bitvector to find an
appropriate transition (recall the automaton is deterministic). This can be done in O(|R|). Then, we
need to compute the transition update, which can be done in O(|D| - |[R|?). Therefore the overall
complexity is O(|D]| - |w]| - |R|?). m|

Note that if the data domain is infinite, testing w € L(A) can be done in time O(Jw|? - [R|?).
Directly from Lemma 6.2 we have the following theorem.

THEOREM 6.3. For a fixed REBR R over a fixed alphabet, the worst-case time complexity of DRSA-
based regex matching is linear to the length of the input word (provided Algorithm 1 finishes on the
RA obtained from R).

6.3 Finer Complexity Analysis

The constant character cost complexity of matching in Theorem 6.3 hides a quadratic dependency
on the number of registers |R| and the linear dependency on the size of the data domain |D|. When
the DRSA is obtained from a REBR of the size m and with r backreferences by (i) our derivative-
based construction, (ii) register localization, and (iii) our determinization (Algorithm 1), then we
have |R| € O(m - r). The |D| particularly can be large in practice and problematic.

We will argue that the factor |D|, coming from the need to unite and copy registers, can be avoided
if the automaton never copies registers. Copying is thus never done and the cost of uniting registers
is covered by the maximum cost of adding elements to the registers. The quadratic dependence on
|R| = rm also decreases to linear. Formally, we define an RSA as copy-free if it has no transition
where it assigns the same non-singleton register to two registers. Practical relevance of this class is
witnessed by the fact that in our experiments, the copy-free DRSA were constructed in 488 cases
out of 1,335 (our main benchmark set of single-letter regexes that were found ReDoS prone).

THEOREM 6.4. For a copy-free DRSA, the complexity of testing membership is O(|R| - |w]).

PRrooF SKETCH. Let us measure the age of a data value by when it was read form the input, and
let the age of a register be the age of its oldest value. Let us union two registers by inserting values
from the younger one to the older register. With sparse-sets, the complexity would be linear to the
size of the younger register, as every insertion is constant-time. That is, within one union operation,
each element in the younger register contributes O(1). Note that since the automaton is copy-free,
a value taken from a position in the input data word can be this way (within the union operation)
inserted into older registers at most |R| times (after |R| unions, the value must be in the oldest
register). Hence, inserting the value from a particular position in the input word within unions may
take at most O(|R|) time, and we have |w| positions, which amounts to O(|R| - |w|) for uniting
registers overall. Initialising the sparse-sets would take O(|R| - |D|) time, but |D| can be w.Lo.g.
capped at |w|. O

Note that also testing w € L(A) with an infinite D with copy-free DRSA would be in O(|R]| - |w]).
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7 Experimental Evaluation

We have implemented a prototype RSA-based regex matcher rsamatch [72] in Python and evaluated
its performance against other state-of-the-art regex matchers on realistic ReDoS attack vectors
involving backreferences. Our experiments are designed to evaluate the following hypotheses:

(1) Existing regexes matchers are vulnerable when matching regexes with backreferences.

(2) A large portion of regexes with backreferences contain only single-letter backreferences.

(3) Most of the regexes with single-letter backreferences that are vulnerable to ReDoS can be
converted to DRSAs and matched with a predictable performance.

7.1 Experimental Setup

Regex Matchers and Data Sets. We compared rsamatch against a representative sample of state-
of-the-art matchers, namely, grep [21], pcre2 [32], Python RE [41] (denoted as re), standard library
matchers of JavaScript [19], Java [50], and .NET [44] (denoted as js, java, and .net respectively).
These are mostly backtracking-based, possibly in combination with other techniques, but they all
mainly use their backtracking core when confronted with backreferences. We note that matchers
for some scripting languages (Python’s re and pcre2) are actually implemented in C and not in the
scripting language itself. Some very fast matchers such as RE2 [28] and especially HyperScan [73],
based on automata and other techniques, are missing in the comparison since they do not support
backreferences [27, 34]. All experiments were run on a Ubuntu GNU/Linux machine with the
AMD EPYC 9124 CPU with 16 cores at 3.0 GHz and 94 GiB of memory (we note that the memory
consumption of all matchers was far below the limits imposed by the hardware).

As our regexes, we started with 3,252 real-world regexes with backreferences obtained from the
comprehensive data set Lingua Franca [17] and 8,794 regexes from the benchmarks of the ReDoS
generator RENGAR [74], for a total of 12,046 regexes.” From these, we picked regexes with single-
letter backreferences because although multi-letter capture groups can be rewritten as single-letter
ones (for a bounded length, cf. Section 6), the determinization often fails for them (Algorithm 1
returns L due to overapproximation), which gave us 3,299 regexes (27 %).

ReDoS Inputs. In general, there are several flavours of ReDoS considered in the literature. In our
evaluation, we consider the scenario where there is a regex (known to the attacker) running on
a server (or a network intrusion detection system or a packet filter etc.) and the attacker provides
an input that exhibits a costly matching, which is, to the best of our knowledge, the most realistic
setting, since it has already led to several real-world ReDoSes [4, 22].® The input of every experiment
is a pair of a regex and an input string, which was created using the ReDoS generator RENGAR [74].
RENGAR was able to provide an attack vector for 1,335 regexes from the data set (40 %). Since
in the considered ReDoS setting, one regex is used to match a large quantity of user inputs, we
perform the determinization in rsamatch offline and then run the matching with the precomputed
DRSA. Out of the 1,335 regexes with ReDoS inputs, our determinization algorithm returned L on
43 regexes (3 %) and timed out (because of a regex complexity other than backreferences; e.g., most
of the regexes start with an implicit ". *", which already creates a nondeterministic choice at the
beginning) on 41 of them (3 %). The average runtime of the determinization algorithm on successful

"In the Lingua Franca data set, 52 % of the regexes had capture groups of fixed lengths and 57 % had capture groups of
bounded lengths (the fixed-length are a subset of the bounded-length). In the RENGAR data set, 22 % regexes had capture
groups of fixed lengths and 24 % had capture groups of bounded lengths. In total, 30 % regexes had capture groups of fixed
lengths and 33 % had capture groups of bounded lengths.

8Some of the other settings considered in the literature is, e.g., when the attacker can provide both the regex and the input.
While such a situation may occur in the real-world, it is less common and much easier to exploit when backreferences are
enabled due to the NP-hardness of their matching [2].
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Table 1. A frequency table of run times and statistics for rsamatch and the other matchers on the 1,246
supported regexes with the RENGAR-generated inputs. The column TOs denotes timeout (> 100 s), column > 1s
is the sum of the values in all columns over 1s, and the errors column shows the numbers of unsupported
regexes. The numbers in the right-hand part of the table are for successful runs only and are in seconds.

tool <1s 1-5s 5-10s 10-50s 50-100s TOs > 1s errors | mean median std. dev
rsamatch 1,244 2 0 0 0 0 2 = 0.299 0.16 0.303
grep 1,131 6 0 16 4 15 41 74 0.664 0.01 5.973
re 1,139 36 14 11 3 43 107 0 0.532 0.01 4.416
pcre2 1,001 14 4 4 0 3 42 203 0.144 0.01 1.219
js 660 8 1 11 1 33 54 532 0.531 0.06 3.702
java 595 18 5 7 5 19 54 597 0.996 0.05 6.438
.net 629 24 13 9 3 40 89 528 0.813 0.04 5.165

instances was 1.150 s, the median was 0.260 s, and the standard deviation was 3.064 s. Since the
determinization needs to be performed only once for many runs of the matching algorithm, the
cost of determinization can be amortized. RENGAR generated strings of the length between 55 and
90,124 characters, with the average of 34,521 characters. We set the timeout to quite generous 100s.

Determinizability. In the previous paragraph, we analyzed on how many of the ReDoS-prone
regexes we managed to construct a corresponding DRSA. Let us now discuss on how many of all
input regexes (12,046) we managed to build the corresponding DRSA. From the 12,046 regexes, 2,944
contained unsupported syntax (we use Python frontend and its regex dialect), which gave us 9,102
regexes to start with. Out of these, our algorithm outputs DRSA on 3,138 of them (34.5 %). When
we restrict ourselves to the single-letter ones, these were 3,434, making our algorithm successful
on 91 % of them.

7.2 Results

In Table 1, we show a frequency table (the table form of a histogram) of run times of rsamatch and
the other matchers on the 1,246 supported input regexes. We note that some of the regex matchers
failed on a considerable number of the input regexes—this is due to different dialects of regexes
used by the matchers and should not be considered their failure (rsamatch uses Python’s dialect,
which is why re has 0 errors). The use of different dialects means that the semantics of one regex
differs based on the matcher [17]; while this would be an issue if we were are cross-comparing
the performance of the matchers, in this study, we are focusing on ReDoS vulnerability, where the
concrete semantics of a regex is not so important.

The results show that rsamatch’s run time for the vast majority of benchmarks (all except two)
is below one second (the run times for the two hardest benchmarks were 1.13 and 2.2 seconds). The
other matchers, on the other hand, indeed struggled on these attack vectors considerably, often
taking tens of seconds or even exceeding the 100 s timeout. Considering that the normal matching
time on such strings is counted in milliseconds, they can indeed be considered manifestations of
vulnerabilities, even for the relatively simple class of regexes with single-letter backreferences. If
we fix a ReDoS threshold at 1s, the column > 1s counts the number of successful ReDoS attacks.
Here, the second best matcher (after rsamatch) was pcre2 with 42 attacks (although it could not run
on 203 benchmarks) and then grep with 41 attacks (with 74 benchmarks excluded due to an error).

In the right-hand part of the table, we give statistics about the run times of the matchers on the
instances where they did not timeout (or fail): the arithmetic mean, the median, and the standard
deviation. Although rsamatch is a prototype written in Python, its average time is comparable to
the other matchers (also taking into account the fact that they timed out on a number of inputs). The
median run time of rsamatch is higher than for the other matchers, but it should be significantly
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Fig. 6. Comparison of rsamatch with grep, re, and pcre2. Times are in seconds, axes are logarithmic. Dashed
lines represent timeouts (100's). Colours distinguish datasets: o Lingua Franca, ® RENGAR.

decreased if reimplemented in a more efficient programming language, such as C/C++. The last
column of the table also exhibits the robustness and predictability of the performance of rsamatch,
since the standard deviation of the run times is (despite rsamatch’s prototype nature) an order of
magnitude lower than for the other matchers.

We include a more detailed comparison with the best competing tools, grep, re, and pcre2, in the
form of scatter plots shown in Fig. 6. One can clearly see the contrast in performance predictability,
with our matcher almost always staying below the 1s mark, on many being instances significantly
faster than the competitors. Note that grep either managed to solve the matching problem almost
instantly or timed out.

8 Related Work

Regex Matching. The literature on efficiently matching regexes is rich, with works ranging from
matching feature-rich regexes in mainstream languages [7, 71], to instruction-level optimized regex
matching in HyperScan [73], down to accelerating regex matching using FPGAs [11, 42]. Here we
focus mainly on automata-based regex matching and regexes with backreferences.

Automata-based regex matching can be traced back to Thompson [66], who introduced a practical
algorithm based on on-demand NFA determinization with caching. There have been several attempts
of automata models for matching regexes with backreferences, but they have generally failed
expectations of the community. Memory automata of Schmid [56] provide a natural extension
of finite automata with a register bank, each register able to store a word, but do not allow
determinization. The language-theoretic aspects of regexes with backreferences were further
studied in [25]. Chida and Terauchi [13] show that lookaheads increase the expressive power of
regexes with backreferences. Becchi and Crowley [8] encode backreferences into an extended model
of NFAs using backtracking. Nogami and Terauchi [49] devise a quadratic-time (w.r.t. the input
length) algorithm for matching a certain class of regexes with backreferences, which is incomparable
to our class—they allow capture groups with unbounded length, but only one capture group and
one reference to it; our work, on the other hand, allows multiple capture groups, multiple references
to them, and our constructed automata often process the input in linear time (with a quadratic
time worst-case guarantee). Namjoshi and Narlikar [47] extend Thompson’s algorithm [66] to
a model similar to the models of [8, 56] in the obvious way by tracking the set of all possible
configurations, which is inefficient (for each symbol, the number of operations proportional to the
(potentially exponential) size of the set of configurations is required). Varatalu et al. [71] present
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a derivative-based regex matcher supporting many extensions of classical regexes. They do not
support backreferences, but it seems that our derivatives (cf. Section 6) could be combined with it to
extend its usability. Moreover, there are also some proprietary ad hoc solutions that allow matching
of regexes with backreferences [64], but they are mostly incomplete and with no guarantees.

In our work, we were inspired by counting-set automata introduced by Turonova et al. [69],
which use sets of counter values to compactly represent configurations of counting automata [33]
(a restricted version of counter automata [45] with a bound on the value of counters for compact
representation of finite automata), to obtain a deterministic model for efficient matching of regular
expressions with repetitions.

ReDoS. While initially neglected, the potential of exploiting regex matching for denial of service
was popularized by the successful attacks on StackOverflow [22] and Express. js [4]. While
many industrial matchers handle basic regexes reasonably well [7, 21, 28, 71, 73], using extensions
can make the matchers vulnerable to ReDoS; in [68], this was demonstrated even for highly
optimized matchers such as RE2 [28] or HyperScan [73] (these two have backreferences explicitly
disabled [27, 34]). Over the years, there have been many works dealing with the analysis of regexes
for ReDoS vulnerability, sometimes including ReDoS generation, and proposals for how to avoid
this attack vector (see, e.g., the works in [6, 16, 17, 29, 38, 40, 43, 51, 62, 63, 74-76] or the systematic
literature review in [9]). On a more theoretical level, Terauchi [65] studies conditions for ReDoS
vulnerability of regexes with backreferences and proposes a technique for transforming a class of
memory automata to invulnerable regexes.

Automata Models for Data Words. The literature on automata over infinite alphabets is rich, see,
e.g., the excellent survey by Segoufin [61] and the paper by Neven et al. [48]. Register automata
were introduced (under the name finite memory automata) by Kaminski and Francez in [37] and
their basic properties further studied by Sakamoto and Ikeda in [55]. Demri and Lazi¢ study
in [18] (non-)deterministic, universal, and alternating one-way and two-way register automata,
and their relation to the linear temporal logic with the freeze quantifier, which can store the
current data value into a register. In particular, they show that LTL{(X, U), i.e., the fragment of
the logic with one freeze register and the next (X) and until (U) temporal operators captures the
class of languages accepted by one-way alternating register automata with one register (ARA;).
Figueira [23] introduces alternating register automata with one register and two extra operations:
guess and spread (ARA (g, s)). Intuitively, guess and spread can be used for existential and universal
quantification over future and past data values respectively.

Set-augmented finite automata, introduced in [5], resemble RSAs in a way that they allow to
store a set of values in a register, however, with noticeable restrictions: (i) set-augmented automata
allow equality/disequality guard to be a singleton only, and (ii) the update function is restricted to
storing the currently read data value to a single register (or no update is applied as a second option).
It is not possible, e.g., to union the contents of two set-registers (which is a crucial operation in our
determinization algorithm), or to empty a register. Due to these restrictions, RSAs have greater
expression power compared to set-augmented automata (e.g., the parametric language defined in
[5, Theorem 1] can be accepted by RSA; but not by a corresponding set-augmented automaton).

History-register automata, introduced in [70], are a similar model to RSA"™ in a way that they
also allow sets of values to be stored in registers. The key difference is the assignment of values to
registers. The only way how to change a value in a register is add/remove the currently processed data
value. It is not possible e.g., to union the content of two registers (which is, as noted above, crucial in
our determinization), which is possible in RSA™ making our model more expressive. In particular,
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in [30] we show that RSA"™ are expressive at least as history-register automata and moreover,
deterministic history-register automata are strictly less expressive than deterministic RSA™.

9 Conclusion and Future Work

We have introduced register set automata, a class of automata over data words providing an
underlying formal model for efficient matching of a subclass of regexes with backreferences. There
are many challenges that we wish to address in the future: (i) improvement of our determinization
algorithm to work on a larger class of input NRAs, (ii) explore other, more expressive, formal models
that would allow deterministic automata models for a large class of regexes with backreferences
(e.g., the hard regex in footnote? is beyond the power of DRSAs), (iii) develop efficient toolbox for
working with RSAs occurring in practice, and (iv) explore other approaches of how to efficiently
deal with nondeterminism in practice, e.g., in a similar way as considered in [39] (which does not
consider backreferences).

Data Availability Statement

An environment with the tools and data used for the experimental evaluation in the current study
is available at [31].
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